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High-level view of automation flow diagram



Basic Modules



Steps to establish a Fraud score

• Module 1: Establish fraud scores using the ipqs tool for IP addr, email, 
phone, first name, last name, street address, city, state, zip code
for CCCApply new student applicant and SWACAP student records.

• Module 2: Establish fraud scores on the selected data, for Missing Phone 
number, Driver’s Lic, Household income, number of yrs in college. Also look 
at DOB, CWID, fee payment history,  .. from Banner FAFSA

• Module 3: Examine student registration pattern and perform data 
analysis and establish fraud score

• Module 4: Canvas login IP Addr, Monitor Canvas participation until 
Census date, other Canvas data  



Module 1: CCCApply applicants

• CCCApply students are processed every 15 minutes
• For students with a fraud score of 84 and above, automation is 

designed to do the following:

1. Place an A&R Hold on the student
2. Trigger a Banner Communication Message(BCM) to the student
3. “Student Hold/Release” Dashboard  



Module 1: Fraud Score using IPQS 



Module 1 : Hold/Release Dashboard capabilities



Module 1: Dashboard

1.The Dashboard list’s Fraudulent first-time 
student CCCApply applicants (Student Type 1 & 2 )

2.CWID series 2049xxxx and later with a Fraudulent CCCApply IPQS of 
84 and above are placed on Hold.

3.High School students, International students, student athletes, non-
first-year students and DSPS, DRC are not part of the dashboard.



Module 2: FAFSA application processing

• Process records for fraud detection based on the specified data 
selection criteria, validating Gross INC, Driver’s Lic#, years in college, 
followed by IPQS validating Phone, email 

• All FAFSA applicants are processed once every 24 hours
• For students with a fraud score of 100 , automation is designed to:  

1. Place a PH Hold on the student
2. Trigger a Banner Communication Message(BCM) to the student
3. “Student Hold/Release” Dashboard  

• For students with a fraud score of 50 , automation is designed to:  
1. Place a PH Hold on the student
2. “Student Hold/Release” Dashboard  



Module 2: Banner-FAFSA data selection  



Module 2: Validate FAFSA data to determine 
fraud 



Module 1 and Module 2 data fields

• CCCApply Data Fields
IP_SCORE, IP_ADDRESS, EMAIL_SCORE, Email, PHONE_SCORE, PHONE_NUMBER, ApplyDate, 
CWID,CCC_ID, TERM, ACTIVITY_USER, STUDENT_NAME, AGE, PRIOR_ENROLLMENT

• FAFSA Data Fields
AidYear, Student_ID,First_Name, Last_Name, RCRAPP1_SSN, RCRAPP4_EMAIL_ADDRESS, 
RCRAPP1_BIRTH_DATE, RCRAPP1_ADDR, RCRAPP1_CITY, RCRAPP1_STAT_CODE, RCRAPP1_ZIP, 
RCRAPP1_PHONE_AREA, RCRAPP1_PHONE_NO, RCRAPP1_STAT_CODE_LIC, 
RCRAPP1_DRIVER_LIC_NO, RCRAPP3_YR_IN_COLL_2,RCRAPP4_HS_GED_RCVD, 
RCRAPP1_PAR_FAM_MEMB,RCRAPP1_FAM_MEMB,RCRAPP4_TX_RET_FILED_IND,RCRAPP1_US_I
NC,RCRAPP1_US_INC_TAX_PD,RCRAPP1_INC_FR_WRK,TREQ_CODES,RORSTAT_TGRP_CODE,FU
ND_CODES,RHRCOMM_COMMENT,RORSTAT_PGRP_CODE



Module 3: Student Registration 
pattern requirements
1. Register into popular classes with multiple sections 
2. Enroll into non-credit course
3. Registered in no pre-req classes
4. Major does not match registered courses  
5. Register into late start classes 
6. Registered in classes at the same time
7. Some of the CWID are very close
8. Sudden surge in enrollment numbers



Module 4: Canvas
1. Students Canvas Login IP address (IPQS tool)
2. Procure Login frequencies report (Minimal Canvas usage/logins)

Monitor students enrolled in Single/ multiple course(s) with zero “Times Participated”, by running Canvas 
reports until Census date.
3.  Data points Name, Email, Phone etc
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